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Introduction to Export Controls



What Are Export Controls?

• The United States maintains export controls and 
sanctions to control the export of sensitive items 
and otherwise prevent support to countries, end-
users and end-uses considered threats to U.S. 
security or foreign policy

• On a multilateral level, export controls exist within 
the framework of the Wassenaar Arrangement



Principal U.S. Export Control Regimes

• Export Administration Regulations (EAR)

– Apply to commodities, software and 
technology (collectively “items”) 

– “Dual-use items” (i.e., items with both civilian and 
military/proliferation uses) not identified on the 
Commerce Control List (CCL) are classified “EAR99”

– Licensing requirements dictated by export control 
classification number (ECCN), destination, end-use, 
end-user 

• Items requiring a license are described as 
“controlled”



Principal U.S. Export Control Regimes (cont.)

• International Traffic in Arms Regulations (ITAR)

– Applies to exports, reexports, transfers, 
and retransfers of defense articles, 
technical data and defense services 
identified on U.S. Munitions List (USML)

– Almost always require a license or other 
authorization

– Unlikely to get any licenses for exports and 
reexports to arms embargoed countries (e.g., China)



Principal U.S. Export Control Regimes (cont.)

• Various economic sanctions regimes

– Country-based sanctions: Burma (Myanmar), Cuba, 
Iran, North Korea, Sudan and Syria

– Sanctions targeting Specially Designated Nationals (SDNs)

• Terrorists, global terrorists, foreign terrorist 
organizations, narcotics traffickers, persons 
undermining democratic processes and 
contributing to social unrest in various regions

– Each sanctions regime is unique



Reach of U.S. Export Controls

• Persons Subject to U.S. Export Controls:

– All persons in the U.S.

– Companies incorporated in the U.S. (including foreign 
branch offices)

– U.S. citizens and permanent residents, wherever located

– Non-U.S. persons, wherever located, to the extent they 
deal in items subject to U.S. jurisdiction 

– Even broader for certain sanctions regimes:

• For Cuba, non-U.S. companies owned or controlled by U.S. 
persons 

• Non-U.S. companies that “traffic” in U.S.-owned property 
expropriated by Cuba (Helms-Burton)

• Non-U.S. companies that invest in Iran’s petroleum sector 
(ISA)



Reach of U.S. Export Controls (cont.)

• Items Subject to U.S. Export Controls:

– All items in the U.S. or transiting the U.S., 
regardless of origin

– U.S.-origin items wherever located

– Non-U.S. origin items incorporating controlled 
U.S.-origin inputs exceeding de minimis levels

– Certain non-U.S. origin items that are the direct 
product of controlled U.S.-origin technology



Multiple U.S. Agencies 
Administer Export Controls

• Bureau of Industry and Security (BIS)

– Administers export controls for commercial and 
dual-use products (i.e., EAR)

• Directorate of Defense Trade Controls (DDTC)

– Administers export controls for defense articles 
and defense services (i.e., ITAR)

• Office of Foreign Assets Control (OFAC)

– Administers U.S. economic sanctions 

• U.S. Census Bureau

– Collects information about exports

• U.S. Customs and Border Protection (CBP)

– Monitoring exports to ensure compliance with 
BIS, DDTC & OFAC rules



Multiple Sets of OFAC Regulations

• Iranian Transactions 
Regulations

• Western Balkans Stabilization 
Regulations

• Rough Diamonds Control 
Regulations

• Global Terrorism Sanctions 
Regulations

• Terrorism Sanctions 
Regulations

• Terrorism List Governments 
Sanctions Regulations

• Foreign Terrorist Organizations 
Sanctions Regulations

• Foreign Narcotics Kingpin 
Sanctions Regulations

• Foreign Assets Control 
Regulations

• Cuban Assets Control 
Regulations

• Narcotics Trafficking Sanctions 
Regulations

• Burmese Sanctions Regulations
• Sudanese Sanctions Regulations
• Weapons of Mass Destruction 

Trade Control Regulations
• Highly Enriched Uranium 

Agreement Assets Control 
Regulations

• Zimbabwe Sanctions 
Regulations

• Syrian Sanctions Regulations
• Taliban (Afghanistan) Sanctions 

Regulations



Export Controls: the Next FCPA?



U.S. Congress Has Gotten Serious 
About Export Controls

• Penalties for violations have increased dramatically

– Example: In the 1990s, civil penalties for violations 
of the EAR were only $11,000

Range from $50,000 to 
$10,000,000 fines; 10 to 30 

years imprisonment

Range from $250,000 or twice 
the amount of each 

underlying transaction to 
$1,075,000 for each violation

Economic 
Sanctions

Up to $1 million per violation 
and/or up to 10 years 

imprisonment

Up to $500,000 per violationITAR

Up to $1 million per violation 
and/or up to 20 years 

imprisonment

Up to $250,000 per violation 
or twice the amount of the 
transaction, whichever is 

greater

EAR

Criminal PenaltiesCivil PenaltiesExport Control 
Regime



Establishment of DOJ National Security 
Division 

• National Export Control Coordinator appointed by the 
Department of Justice in 2007 as part of enhanced 
counter-proliferation effort

– Support Assistant U.S. Attorneys who prosecute export 
controls cases



U.S. Enforcement Agencies Are 
Increasingly Focused on Export Controls

• Federal Bureau of Investigation

• Naval Criminal Investigative Service 

– Both agencies are gathering 
intelligence to identify products 
subject to diversion and procurement 
networks

Washington Post, January 11, 2009



What is the Focus of U.S. Enforcement 
Efforts?

• Geographically

– Iran

– China

• Industry

– Avionics

– Missile technology



USA v. ITT Corporation
“Count One”

“Willful Violation of the International 
Traffic in Arms Regulations, Export of
Defense Articles Without A License”

Export Control Prosecutions 
Can Cripple Companies

“ITT Corporation 
to Pay $100 

Million Penalty…”“…one of the largest 
penalties ever paid in 

a criminal case.”

9



. . . and Send Employees to Prison

I thought that things in my life were 
hard, but I never thought that I would 
be writing a letter to a federal judge 
about my dad.  I have put this off as 
long as I could, because I haven’t 
wanted to face or believe it (my dad 
possibly going to prison)…. My dad is 
human and made a big mistake … I 
hope by these letters you can see the 
type of person that he really is, and not 
the image that has been painted of him.

“A California man was charged today with illegally 
exporting sensitive technology….  The information 
alleges five counts of unlawful exports….  Peng has 
agreed to plead guilty to the charges, each of which 
carries a statutory maximum penalty of 10 years in 
federal prison.… Peng was an international sales 

manager and was responsible for all exports at 
Endevco Corporation….”



Major Pitfalls
• Failure to understand what constitutes an “export”

– Global R&D teams

– Internationalization of workforce (deemed exports)



The Challenges of Globalization

Russia

China

India

Customer 
USA

Customer 
South Korea

U.S. Tape 
out

Germany



Major Pitfalls (cont’d)

• Incorrect export control classifications

– Modifications for defense applications

– Migration of defense technology to civilian applications 

– Failing to account for unilateral export controls

• Failure to understand the extraterritorial reach of U.S. 
export controls

• Failure to manage export controls as a risk area on par 
with other international trade issues

• Relying on freight forwarders and other agents

• Failure to deploy screening software



How Can Export Control 
Risk Be Mitigated?



Develop Formal Compliance Program

• Issue policy statement signed by senior executive

• Identify compliance personnel

• Distribute compliance manual

• Develop product classification matrix

• Assess risks

• Screen against restricted party lists

• Establish procedures for completing and retaining export 
documentation

• Train all personnel involved in exports

• Audit regularly



Consider Export Controls in 
M&A Transactions

• Mitigate successor liability for export control 
violations

• Include questions concerning export controls 
compliance in due diligence questionnaires

• Review sample export documentation prepared by 
target

• Include export control representations, warranties 
and indemnities in purchase and sale agreements



Focus on Intermediaries

• Risk associated with 
intermediaries must be 
considered in sound 
export controls compliance
program

– Often overlooked aspect of
export controls compliance

– Potential for significant 
liability



Manage Freight Forwarder Risk

• Many exporters rely on freight forwarders to complete 
and maintain export documentation

– If freight forwarder completes an AES record incorrectly, 
the exporter is liable

– If the freight forwarder cannot find export documents, 
the export may not be able to respond promptly to 
government inquiries or subpoenas

• Mitigation measures:

– Provide Shipper’s Letter of Instruction

– Review AES records regularly

– Maintain copies of documents filed by freight forwarders



Manage Representative 
and Distributor Risk

• Include export control provisions in contracts

• Identify ECCNs applicable to all products 

• Discuss export controls at sales meetings

• Investigate alleged violations by representatives or 
distributors

• Document reprimands given to representatives and 
distributors for export control issues

• Consider requiring end-user/end-use statements for 
critical countries (e.g., UAE, Russia)

• Terminate representatives and distributors for 
unlawful diversions



Manage Reseller Risk

• Must rely on manufacturers for classification of 
products for export control purposes

– If manufacturer misclassifies a product that is exported 
or reexported by a reseller, the reseller is liable for any 
failure to obtain required licenses

• Strict liability for export control violations

• Mitigation measures:

– Have reseller technical staff verify classification to 
extent possible

– Obtain representations and indemnities from 
manufacturers in case of penalties resulting from 
misclassification



Areas Warranting Caution

• Internal investigations

– EU privacy rules may limit ability to access emails

• Anti-blocking measures

– E.g., Canada, UK 

• Deemed exports

– Anti-discrimination rules

• Agreeing to participate in a sting operation



Questions?

Lisa Crosby
Sidley Austin LLP
Washington, DC
(202) 736-8754

lcrosby@sidley.com


